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Cyber Threats

Malware

Phishing / Smishing / Vishing / Quishing
Store (Harvest) Now, Decrypt Later
|dentity Theft

Man-in-the-middle attack (MITM)
Advance Persistence Threats
Botnet - DDoS / Cryptojacking
Data Manipulation / Destruction

loT-Based Attacks
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Threat Actor and Capabilities

Organized Criminals
Email account takeover
Phishing
Commodity Malware
Social Engineering
Credential Replay
‘APT’-style Attacks

Hacktivists
Cyber Vandalism
DDoS

State-Sponsored
‘APT’-style Attacks

Custom
malware/exploits

Phishing
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Insider

Unintentional (Error) or
intentional Malicious)

Data Leakage
Credential Replay
Lost/Stolen IP




MeBodoAoyia
entiBeonc (Kill Chain)

Developed by Lockheed Martin

1. Reconnaissance
. Weaponization

. Delivery

. Exploitation
Installation

. Command and Control

N O 0o A W N

. Actions on Objectives
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RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

CE—
METALL F ) I Exploiting a vulnerability to execute

code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON DB.ECTIVES

With ‘Hands on Keyboard’ access, Developed by Lockheed Martin
intruders accomplish their original goals 5



Social Engineering

KOlVbUVlKI‘] pnxuvmn (Social engineering) eival n npa&r] ™ng rtpod)optKr]c xalpavar]or]c atopwv HE
OKOTIO TNV amooTacn TAnpopoptwy. Av Kal eival TTapopoLa HE TO TEXVATHA M TNV arAr andtn, 0 0pog
elvat kKupiwg ouvdedepevog Pe TNV EATIATNCN ATOUWY PJE OKOTIO TNV ATIOCTIACH EUTILOTEUTIKWY
TTANPOPOPLWYV TIOU Eival amapaitnTeg yla tnv mpoofacn o€ KATOLO UTTOAOYLOTIKO cUCoTNHA

Phone Call:
This 1s John, the
System

Administrator.
What is your
password?
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Bait Scenarios (doAwparta) . lNMpotporr va kataBAcelg KAToLo Kauto Bivteo , cuvnBwg peca amo ta

Kowwvikd Aiktua.

In Person:
What ethnicity
are you? Your

mother’s
mailden name?

OuunOeite:

KwnOeite apya. Ot scammers
Baoidovtal oTo yEYOVO( OTL
KATTIOLOC TIPWTA EVEPYEL KAL PETA
okedteTal

Mnv akoAouOcite
UTLEPOUVOEGHOUG

H napaBiacn email eivat
ave&EAeyktn. OLscammers
Ttaipvouv Tov EAgyX0 Kal
arooteEAMoLV peoa amno “yvwota”
atopa. [Npoocoxr oto MEPLEXOUEVO
Na eipaote kaxOTomntol o€ KABe
download

Email:
ABC Bank has
noticed a
problem with
your account...

I have come
to repair
your

and have .
machine...

some lovely
software
patches!
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Ph I S h I ng VS S m I S h I ng VS VI S h I ng Difference Between Phishing, Vishing and Smishing

Methods of Contact for Phishing, Smishing and Vishing Phishing Vhishing Srmiakiinn
Phishing Email
Smishing SMS/text message
Vishing Phone, robocall, voicemail, voice over internet protocol (VolP)
Calling..

oe

SMISHING ATTACK PHASES What is Vishing?

A lom=m_ 4=
&S — O =

Thé ittack Th The data i d The scammer calls the Victim shares credentials Fraudster uses
e RusaCopans S Gota s (e victim posing as a or any other form of credentials to steal
sends a message the text, clicks on by the attacker to bank authentication victim's money

containing a the link, and gives commit fraud or
malicious link away private data for profit making.



PhiShing: Vassilikos P.

Scammers otéAvouv emails ou pLpouvTal AgLOTLOTEC TINYEG, TIPOKAAWVTAC Apeon Spaon He enelyovta pnvopata. Ta
Bupata odnyouvtal os fake websites 1) katefalouvv malicious attachments, kKA€Bovtac npoowrikd dedopva.

Tips:

v' EAéyéte 1o sender’s email.

v' Mnv kAwkapete anepiokenta links fj attachments.

v' Xpnotpomotiote anti-virus software.

Smishing:

Scammers otéAvouv SMS mtou umtoduovtal tpamnelec N unnpeoieg, {ntwvtag va KALKApeTe links 1 val KaAEoete aplOpoUC.
Ta BUpata divouv poowrikad dedopeva n katefalouvv malware.

Tips:

v' Mnv avoiyete links améd dyvwoTteg mnyEc.

v' EmaAnBevote Ta aLtpoto PECW ETHONHWY KOVOALWVY.

v' Xpnowpomnotjote mobile security software.

v' AtOKAELOMOC 5-PndLwv uPnAic XpEWonC

Vishing:

Scammers KaAoUV TnAePwvIKA, uTIOSUOLEVOL O€LOTILOTOUC OPYAVIOMOUG, KAl XpNoLUOToLoUV social engineering yla va
QTIOCTIACOUV TIPOCWTILKA SedopEval.

Tips:

v" Mnv Sivete mAnpodopiec o pun avalnNtnUEVES KANOELC.

v' EmaAnBevote tov Kahouvto HEoW ETHONHWY aPLOUWV.

v Xpnotpornotiote caller ID kau call blocking. 8
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Quishing (1 QR phishing) sival pua kuBepvoanellr 6mou ot emtiBépevol
xpnotpomnoloVv QR codes yla va avakoateuBuvouy Bupata og KAKOBOUAEC
LoTooEALOEC 1} va TOUG KAVOUV va Katefaoouv emIPAaBEC MeEPLEXOUEVO. 2TOXOG
glvat n kKAomn evaiocOntwv dedopevwy, OMwS KwSLKOL TPOcBaonC, OLKOVOLLLKEC
nAnpodopiec ) Personally Identifiable Information , yia npdaéeic omwc kAomn
TOUTOTNTOC, OLKOVOLKN amatn i ransomware.

O Pt R Mépa amo Tnv anoostoAr email £vag cuvAong

TPOTIOC Elval 0 ETUTIBEPEVOC VA EXEL TUTTWOEL
Microsoft Authenticator 10 QR code Kat To KOAAEL TTdvw amod To
ot W e ot s e oo | legitim QR code.

below:

EAéyEte To URL mpv to avoiéete. Av polalel pe eva URL mou avayvwpilete, BeBatwBeite
OTL Ogev elval mMAaoto — Pacte yia opboypadikd AAON i YPOUUOTLK) LOUVEXELQL.

Mnv okavadpete evav kwdka QR og éva email | pvupa KELLEVOU TIOU eV MEPLUEVATE —
ELOLKA AV 0QG TIPOTPETIEL VAL EVEPYNOETE AUECWC.

2. Access your Microsoft account, go to settings.
3. Follow the instructions provided by the MFA app to address your account issues and maintain

access.

If you require any assistance or have any concerns, please do not hesitate to contact our
dedicated Microsoft support team.
Thank you for your prompt attention.

This email has been automatically generated. Please refrain from replying to this email

&S Microsoft

Microsaft Corporation
One Microso Way, Redmond, WA 98052, USA

2€ autnv tnv paypatikn entiBeon pe QR code, to email paivetat aglomioto — pia GlAtkn
uTtevoUpLon amo tn Microsoft 0Tt 0 Kwdikog MFA cag AfyeL Kal TIPETIEL VA TOV EVNHEPWOETE.
AmAwc okavapete to QR code pe 10 TNAEDWVO oag Kal avakatevBuveote o€ pla oeAida
ouvdeaong tng Microsoft yla va elcayete ta dlamotevTnpLld oag.

AvoTtuxwg, N oeAida eival kKakoBouAn spoof, kal ta dLarmoTeEVTHPLA O KATAANYouV o€ Evav
stuti®cpuevo. O Aoyaplaouoc oac xsl mapaplaotel.




Nwg oL kuPBepvoeykAnpatieg ekpetaAAevovtal tnv Texvntl Nonpoouivn

1. ZxApATa KOIVWVIKAG HNXavikng (Social engineering schemes):

AuTtopaTtoTroinuéveg TTIBECEIC TTOU BaaciovTal 0€ WUXOAOYIKN XEIpaywynon.
Xpnion Al yia tn dnuioupyia TTIo TTEIOTIKWY, ECATOMIKEUNEVWY UNVUPATWY
MepiAauBavouv phishing, vishing kai ammareg péow Trapaiaong eTayyYEANATIKAG
aAAnAoypagiag — emails.

MeyaAUuTepoG OYKOG ETTIOECEWYV KAl QUgNUEVA TTOOOOTA ETTITUXIAGC.

. MapaBiaon kwdikwyv TTpdoPaong (Password hacking):

Xpnon Al yia Tn BeATiwon aAyopiBuwV aTTOKPUTITOYPAPNONG KWOIKWV.
TaxuTepn Kal akpiBEoTepn TTPOPRAEWN KwdIKWVY TTPOCRACNG.

AugnuEVN ATTOTEAECUATIKOTATA KOl KEPOOYOPIA YIA TOUG XAKEPG.

MeyaAuTepn eaTiaon oTnv TTapaiaon KwdIKwy TTPdoRacng atro TTAEUPAS TWV
KUBEPVOEYKANUATIWV.

. Deepfakes:

Mapaywyn weuTikou Axou/Bivteo Pe Al yia TTpOCTTOINCN TAUTOTNTOG.
AlaoTTopd o€ KOIVWVIKA OiKTUA E OKOTTO TN oUYXUOT), TOV QOB ] ToV EKBIACUO.
2 UVOUACZETAI E KOIVWVIKI MNXaviKn, EKBlaouous Kal chatbots.

. AnAnTtnpiaon dedopévwy (Data poisoning):

AAoiwon Twv dedopEVWY eKTTaIdEUONG VOGS Al povTEAOU.

Mapatroinuéva dedopéva oTnV €icodo 0dnyouv o AavBaouéva aTroTEAECUATA OTNV
£€000 (garbage in, garbage out).

AUOCKOAOG Kal XpOVOROPOG EVIOTTIONOG, WOTE PEXPI VA aviXVveuBei n (nuid uTropei va
gival ndn cofapn.

5. NapaBiaon CAPTCHA pe xprion TN (Al CAPTCHA Cracking):

H Al paBaivel va avayvwpilel TTpOTUTIA avOpWITIVING CUPTTEPIPOPAG.
Mtropei va emmAUuel CAPTCHA 110 a11od0TIKA a1Td TOUG avOpWwITou .
YTTOVOUEUETAI N ACIOTTIOTIO TWV PINXAVIOCUWYV £TTIRERAIWONG avOpwTTIvNG OVTOTNTAG.

Méexpl 1o 2026, ewc Kat to 90% tou online
TIEPLEXOUEVOL evOEXETAL va ival TEXVNTO — dNAadn
va exel tapaxbel ano cuoTApATa TEXVNTNAG
vonpoaouvng f AAAeC HopPEC CUVOETLKAC TEXVOAOYIAC
(open USD, Unreal Engine...). (\WeForum)

Ol emixelpnoELg TTOL TTEGTOLY BUATA ATTATWY HECW
Al avtipeTwidouv OXL HOVO OLKOVOULKEC ATIWAELEC,
OAAQ KL ATTWAELA EPTILOTOCUVNC ATIO TOUC TIEAATEC
KaBwg Kal TBaveg VOULKEG CUVETIELEC. (2024 Sophos
Threat Report)

To 75% Twyv entayyeApatiwy achdalelag mapatrnpnoav
avénon otic euBeoelg Toug teAeutaioug 12 pAveg,
eVw To 85% amodidelTnv avénon otn Xpnon
generative Al amto kakoBouAoucg popeic.
(SecurityMagazine)

Mepimou 1o 48% twyv LTIELOLVVWY ARYPNC artopdcewv
otnv IT dev eival olyoupol 0tL dtabBeTouy TNV
TexvoAoyla yla va apuvBouyv amevavtl o€ ETOECELG PE
xpnon Al. (Forbes)

Movo 1o 52% twv IT decision-makers dnAwvouv OTL
€XOULV UYPNAN EPTILOTOCUVH OTNV LKAVOTNTA Toug va
evtomioouv eva deepfake tou CEO touc. (Forbes)
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https://www.weforum.org/agenda/2023/05/how-can-we-combat-the-worrying-rise-in-deepfake-content/
https://www.sophos.com/en-us/content/security-threat-report
https://www.sophos.com/en-us/content/security-threat-report
https://www.securitymagazine.com/articles/99832-study-finds-increase-in-cybersecurity-attacks-fueled-by-generative-ai
https://www.forbes.com/sites/jenniferkitepowell/2024/05/16/this-new-report-looks-at-how-to-fight-ai-and-identity-fraud/
https://www.forbes.com/sites/jenniferkitepowell/2024/05/16/this-new-report-looks-at-how-to-fight-ai-and-identity-fraud/
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SONICWALL PRODUCTSv SOLUTIONSv PARTNERSv SUPPORTv

https://www.sonicwall.com/phishing-ig-test/

APAZTHPIOTHTA

0pennNs —  ENTERPRISE  MSP & PARTNERS  CONSUMER  ABOUT US Q  syppoRT

PHISHING QUIZ

Think you can Outsmart Internet Scammers?

Ever wonder how good you are at telling the difference between a legitimate website and one that's a phishing

attempt? Take this quiz to find out.

https://www.opendns.com/phishing-quiz/ .



https://www.opendns.com/phishing-quiz/
https://www.sonicwall.com/phishing-iq-test/
https://www.sonicwall.com/phishing-iq-test/
https://www.opendns.com/phishing-quiz/

WWW.google.comis not www.google.com

N N

Latin Latin
U+0069 U+0261

2 NHUAVTLKO va

KATAAGBOUV TV Link nr1 : www.souroti.gr
oladopa otov B NS /
kSka ASCII ink nr2 : www.souroti.gr

Bpelte tnv dladopa...

Vassilikos P.
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http://www.souroti.gr/
http://www.sourοti.gr/

Mua artAni dtadkaoia yia va duantotwOdei to Peutiko domain

https://www.car.gr/

C:\Users\vassi>ping www.car.gr
Pinging whw.car.gr [184.21. with 32 bytes of data:
¢ from 184.
¢ from 184.
r from 184.
r from 184.

= 0
[

Pad B P o
o o
[

[ o

F2.178:

=
[=n

Ping statistics for 184.21.72.178:
Packets: Sent = 4, Received = 4, Lost =
Approximate round trip times in milli-seconds:
Minimum = 28ms, Maximum = 368ms, Average = 113ms

https://whois.domaintools.com/104.21.72.178

'@DOMAINTOOLS PROFILE* CONMNECT~ MONITOR~ SUPPORT P.

Home Whois Lookup 104.21.72.178

IP Information for 104.21.72.178

= Quick Stats

IP Location B United States Of America San Francisco Cloudflare Inc.
ASN B AS13335 CLOUDFLARENET, US (registered Jul 14, 2010)
Whois Server whois arin_net

IP Address 104.21.72.178

Reverse IP 380 websites use this address

NetRange 104.16.0.8 - 1684.31.255.255

CIDR: 184.16.8.8/12

MetName: CLOUDFLAREMET

MetHandle: NET-184-16-@-@8-1

Parent NET184 (NET-184-2-8-2-8)

MetType: Direct Assignment

OriginAS: AS13335

Organization: Cloudflare, Inc. (CLOUD14)

RegDate: 2814-83-23

Updated: 2817-82-17

Comment: All Cloudflare abuse reporting can be done wia
https://www.cloudflare.com/abuse

Ref: https://rdap.arin.net/registry/ip/le4.16.0.0
orghame Cloudflare, Inc

Orglc CLOUD14

Address 181 Townsend Street

City: San Francisco

S5tateProv: CA

PostalCode: 94187

Country: us

RegDate: 2818-87-a9

Updated: 2821-81-11

Ref: https://rdap.arin.net/registry/entity/CLOUD14

OrgTechHandle: ADMIN2521-ARIN
rgTechName: Admin 14
grolechPhope. 41_£C0_290_2030

]
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Create passwords https://haveibeenpwned.com/ interception

NMpootacia Zuokeuvwyv - Anplovpyia passwords

SR
’ ' : o e css * nEEﬁ
Molog o Aoyoc va mpootatePYOUE TIC CUCKEVEG Hag ?
Brute Force
, Social 15 of pasow
Kwo UVEUOUUE ? Engineering % "

1 4 y | 4 N cowntrrie | = . '.'
AnoteloUpe TiOavo otéxo ? ‘ S G '%_ﬁ
'la oo Aoyo Oa prmopovoap e va ArtoTEAECOUHE OTOXO ? _——

Passwords
Lo%nY gasmmms Searching == a5

==llll== Manual Gue;smg ° . ! | Rekadean oo e &
=ne Y & ‘ '

===
I
1&g


https://haveibeenpwned.com/

Vassilikos P.

AMNo eva tapadelypa «My favourite team is PAOK». EmAeyw ta apxika kanwce etot: MftiPAOK, oe eva cuvduacopo Ttou va TEPLEXEL
kat teoug AAa Kat kepaiaioug xapaktnpeg. Emetta mpoobetw evav aplbpo. 2tnv tpoketpevn tatptalel to 1926 kabwg eival To £T0¢
idpuong tngopadac. Etolt mpokuttel to MftiPAOK1926

ATIO KABE uTtNpEoia eTIIAEYW TA apXLlkA ypaupata (av tpokettal yia cuveetn Aeén, t.x. F, B yia to FaceBook) 1 to mpwto
ypappa av eivat pra Agén (T yia Twitter) n ta apxika av eivat apktikoAeéo (tt.x. I, B, M av eivat IBM) kal ta cuvdew pe TO
TIPWTO KOMMATL KAvovTag Xpnon 2 cupBoAwv. Etot £xw toucg £€N¢ KwWALKOUG:

ywato Facebook: MftiPAOK1926#FB#

lNa to Twitter: MftiPAOK1926#T#

Nato Google: MftiPAOK1926#G#

Combination Combinations per Example Password Space
character
Lower case only 26 pass 456,976
Lower case only 26 password 208,827,064,576 |
Lower+upper case 52 Password 53,455,728,531,456
Lower+upper case -I-_:Ii;_il_a 62 PaS5wird 218,340,105,584,896
Lower+upper case + digits + symbols 92 (approx.) PaSSwird 5,132,188,731,375,616

‘EAeyxog toxupoU password edw :
https://www.security.org/how-secure-is-my-password/
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https://www.security.org/how-secure-is-my-password/

0 o~ o oI e =

. 123456

. 123456789
. password

. gqwerty

. 12345678

. 12345

. 123123
111111

9.1234

10.
1.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.

1234567890
1234567
abc123
1q2w3edr5t
qlw2e3rdt5y6
iloveyou
123

000000
123321
1g2w3edr
gwertyuiop
654321
gwerty123
1qaz2wsx3edc
password1
1qaz2wsx
666666
dragon
ashley
princess
987654321
123qwe
159753

33.
34.
35.
36.
37.
38.
3.
40.
41.
42.
43.
44,
45,
46.
47.
48.
49,
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
B60.
B1.
B2.
63.
B4.
B65.
Bb.

monkey
gqlw2e3rd
Zxevbnm
123123123
asdfghijkl
pokemon
football
killer
112233
michael
shadow
121212
daniel
asdasd
gazwsx
1234qwer
superman
123456a
azerty
gqwel123
master
TITTITT
sunshine
MO=Acc3ss
1g2w3e
abcd1234
1234561
computer

f***you [censored

daaaaa
555555
asdfgh
asd123
baseball

67. 0123456789
68. charlie

69. 123654
70. qwer1234
71. naruto
72.a123456
73. jessica

74. soccer

75. jordan

76. liverpool
77. thomas
78. 101123

79. michelle
80. 123abc

81. nicole
82.11111111
83. starwars
84. samsung
85. 1111

86. secret

87. joshua

88. 123456789a
89. andrew
90. 222222
91. qTw2e3rdts
92. 147258369
93. hunter

94. Password
95. gazwsxedc
96. lovely

97. 999599
98. jennifer
99. letmein

~

123456
password
123456789
12345
12345678
qwerty
1234567
11111
1234567890
123123

Top 30 Most Used
Passwords in the World

abc123
1234
password1
iloveyou
1q2w3edr
000000
qwerty123
zaql2wsx
dragon

sunshine

N

princess
letmein
654321
monkey
27653
1qaz2wsx
123321
qwertyuiop
superman
asdfghjkl

Vassilikos P.
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Tueivalt to OnocavpoPpuAdakio KwIIKWYV mpocfaongc;

>

Password Vaults - Password Management
Tools

O dlaxelploteg Kwokwy pooBaonc (Password Management Tools) amoBnkevouv OAOUG TOUC KWALKOUG
tpoofaoncg kat AAeg Baoikeg TANpodopiec oe eva BnocavpodpuAdKLlo KWOLKWYV Ttpocaonc.

2KePTeite TO oAV Eva PUOLKO XPNHATOKLBWTLO AAAA yla Ta dLadlkTuaKdA TTOAUTIHA €i0N.

To BnocavpoduAdkio eival N facn cag ylia OAa 6oa £XETE ATTOONKEVOEL, CUUTIEPAAMBAVOHEVWYV KWOLKWYV
tpoofaong, AacPaAwyV CNUELWOEWYV KAl OTOLXEIWV TILOTWTLIKN G KAPTAG.

2aV ETTEKTACN TOUL TIPOYPAUMATOC TIEPLYNONG, 6a kataypadovral autopata Kwdlkol tpocfaocng kabwg toug

elOAYETE 0€ KABE LOTOTOTIO.

‘Eva mapadeilypa evog dwpeav (yia kamoteg duvarotnteg) Password Vault, ano tnv AVIRA

Avira https://www.avira.com/en/password-manager
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https://www.avira.com/en/password-manager

£ capturing from Wi-Fi issilikos P.
File Edit WView Go Capture Analyze Statistics Telephony Wireless Tools Help

B O ® | = = é g * = ||| = Gl Q Q "j"'

[N [Ppply a display fitter .. <Ctrk/>

Mo. Time Source Destination Protocol  Length Info

L 2 8.086295 52.111.231.2 192.168.178.111 TLSv1.2 88 Application Data
3 8.886472 192.168.178.111 52.111.231.2 TCP 54 59489 + 443 [ACK] Seq=37 Ack=33 Win=1822 Len=8
4 8.334824 192.168.178.2 255,255, 255,255 UDP 673 53596 - 29810 Len=631
5 2.477762 192.168.178.111 192.168.178.100 TCP 164 57348 - 8809 [PSH, ACK] Seg=1 Ack=1 Win=518 Len=118& [TCP segment of a reassembled PDU
6 2.484676 192.168.178.188@ 192.168.178.111 TCP 164 8889 -+ 57348 [PSH, ACK] Seg=1 Ack=111 Win=1453 Len=118 [TCP segment of a reassembled
7 2.538815 192.168.178.111 192.168.178.100 TCP 54 57340 - 8889 [ACK] Seg=111 Ack=111 Win=589 Len=08
8 3.296573 192.168.178.111 151.181.2.118 TCP 55 61244 + 443 [ACK] Seqg=1 Ack=1 Win=516 Len=1 [TCP segment of a reassembled PDU]
9 3.3660826 192.168.178.111 151.181.2.133 TCP 55 61245 + 443 [ACK] Seg=1 Ack=1 Win=513 Len=1 [TCP segment of a reassembled PDU]
18 3.373834 151.101.2.1186 192.168.178.111 TCP 68 443 » 61244 [ACK] Seq=1 Ack=2 Win=133 Len=0 SLE=1 SRE=2
11 3.448386 151.101.2.133 192.168.178.111 TCP 68 443 -+ 61245 [ACK] Seq=1 Ack=2 Win=133 Len=0 SLE=1 SRE=2
12 4.315151 192.168.178.111 151.181.1.253 TCP 55 68696 - 443 [ACK] Seq=1 Ack=1 Win=513 Len=1 [TCP segment of a reassembled PDU]
13 4.389136 151.181.1.253 192.168.178.111 TCP 68 443 -+ 60696 [ACK] Seq=1 Ack=2 Win=133 Len=0 SLE=1 SRE=2
14 5.352823 192.168.178.2 255,255, 255,255 UDP 673 53596 - 29810 Len=631
15 5.378816 192.168.178.111 52.114.184.166 TCP 55 61353 -+ 443 [ACK] Seq=1 Ack=1 Win=515 Len=1 [TCP segment of a reassembled PDU]
16 5.456268 192.168.178.111 192.168.178.1 TCP 66 61379 -+ 8813 [SYN] Seq=08 Win=64248 Len=0 MS5=1460 WS=256 SACK_PERM=1
17 5.456553 52.114.184.166 192.168.178.111 TCP 68 443 -+ £1353 [ACK] Seq=1 Ack=2 Win=2849 Len=8 SLE=1 SRE=2

8 5.472532 192.168.178.° 192.168.178.11° £ 8013 - 61379 [RST, ALK] Seq 1 Ack=1 Win=8 Len=8

68. 111 68.
192.168.178.1 192.168.178.111
21 6. 484352 192.168.178.111 192.168.178.1 TCP 66 6138@ - 8913 [SYII] Seq=@ I.nl1n=64249 Len=9 M55=1460 WS=256 SACK_PERM=1
22 £.500554 192.168.178.1 192.168.178.111
2 5 1 111 192. 1 CP 66 C HTFQW'WIZZICTJ )
24 7.024689 192.168.178." 192.168.178.111 t 6@ 8813 - 61380 [RST, ACK] Segq=1 Ack=1 Win=8 Len=0
25 7.486943 192.168.178.111 192.168.178.168 TCP 164 57348 - 8809 [PSH, ACK] Seg=111 Ack=111 Win=589 Len=118 [TCP segment of a reassembled

Frame 1: 98 bytes on wire (728 bits), 98 bytes captured (728 bits) on interface \Device\NPF_{BDB1458C-A6A1-4102-9BA7-6A33BDBCFD97}, id @
Ethernet II, Src: IntelCor_d4:8a:eb (94:eb:f7:d4:8a:eb), Dst: zte_16:bd:bd (d4:76:ea:16:bd:bd)
Internet Protocel Version 4, Src: 192.168.178.111, Dst: 52.111.231.2

Transmission Control Protocol, Src Port: 59489, Dst Port: 443, Seq: 1, Ack: 1, Len: 36 WI RESH RK
dd 76 ea 16 bd bd 94 e6 f7 dd Ba e6 68 88 45 00 v E ‘l

B0 4c Be e2 40 00 80 86 5d 48 c@ ad b2 6f 34 6f L--@ ]@- - -odo

83 fe 4d 83 @8 @@ 17 B3 ©3 60 1f 00 00 20 00 B8 M —
88 08 82 2d le 2e 2c¢ 28 59 97 5f 52 €8 4b 85 ad -, (Y- _R-K
ad 95 51 c3 d5 83 51 41 f4 a6 Q---04
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ik

Q Qe if

Hil} =

Am a8 K. 4
(W [ current fiter: http
MNo. Time Source Destination Protocol Length Info
i 80 6.876483 192.168.137.55 84.205. N HTTP 870 GET /oam/server/osso_login?Site2pstoreToken=v3.0~BO1F8
| 89 6.933032 84.20s5 . 2N 192.168.137.55 HTTP 838 HTTP/1.1 200 OK (text/html)
143 20.083511 192.168.137.55 g4.205. 2 IR HTTP 149 POST /oam/server/auth cred submit HTTP/1.1 (applicati
154 20.145329 84.205. Il 192.168.137.55 HTTP 997 HTTP/1.1 200 OK (text/html)
‘ Wireshark + Packet 14 ocal Area Connection™ 4

_—
WIRESHARK

Network Protocol Analyzer

Frame 143: 149 bytes on wire (1192 bits
Ethernet II, Src: 92:2f:b7:46:9e:ce (92;
> Internet Protocol Version 4, Src: 192.1{
» Transmission Control Protocol, Src Porté

gments (5168 byt:’i

Accept Encoding: gzip, deflate\r\n
Accept-Language: en-us\r\n
£ |

96 e6 f7 d4 8a eb6 92 2f b7 46 9e cé

Connectlon.

keep-allve\r\n
Upgrade-Insecure-Requests;
[truncated]Referer:Chttp: //way. wmiss. gov . gr@er/osso_login ?Site2pstoreToken=v3.0~BO1F86650D28:

> Content-Length: 83\r\n
> [truncated]Cookie: OAM_REQ ©=VERSION_4~%2ftaGVIRUUGbYKBRNTTcvBTH1i%2fHjQ%2bzFMpK%2b1SLu3eiDcSQ9zMIlc

\r\n
[Full request URI: http://ww.qeeli®.gov.gr/oam/server/auth_cred submit]

[HTTP request 1/1]
[Response in frame: 154]

File Data: 83 bytes
v HTML Form URL Encoded: application/x-www-form-urlencoded
Form item: "username" = "vassilikosp@gmail.com" -::::::::::
> Form item: “password” = "SovaraTora" =S
Form item: "request_id" = "4270846873496618080"
<
96 eb6 f7 d4 8a eb 92 2f b7 46 9e ce 08 00 45 02 .- - .- .- / ‘F----E-
00 87 00 00 40 00 40 66 9d 61 c@ a8 89 37 54 cd @@ -a---7T-
fe 6@ cc af 00 50 2b 95 {2 56 25 b5 84 @d 80 18 -~ ---P+- V&% ----
08 04 15 fb 00 00 ©1 @1 ©8 ©0a 18 58 98 91 26 2d - --- - - - RS SRR
5f b9 75 73 65 72 6e 61 6d 65 3d 76 61 73 73 69  _-userna me=vassi
6c 69 6b 6f 73 7@ 25 34 30 67 6d 61 69 6¢ 2e 63  likosp%4 Bgmail.c
6f 6d 26 70 61 73 73 77 6f 72 64 3d 53 6f 76 61 om&passw ord=Sova
72 61 54 6f 72 61 26 72 65 71 75 65 73 74 5f 69 raTora&r equest_i
64 3d 34 32 37 30 38 34 36 38 37 33 34 39 36 36 d=427084 68734966
31 38 30 38 3@ 18080

Vassilikos P.
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Login | Personal Contacts Manac X +

< C techpanda.org/index.php

Login | Personal Contacts Manager v1.0

Email™®

C—:"‘zi.-—

Password®

aa

Femember me
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http

Time

139 3.594802
158 3.767783

513 31.971ed6
553 32.146@95
555 32.149799
588 32.319418
591 32.322639
b33 32.488799

Source Destination Protocol  Length Info

192.168.178.111 64.91.242.213 HTTP 557 GET / HTTP/1.1
64.91.242.213 192.168.178.111 HTTP 1182 HTTP/1.1 288 OK (text/ht
192.168.178.111 64.91.242.213 HTTP 778 POST /index.php HTTP/1.1
64.91.242.213 192 .168.178.111 HTTE 1222 HTTP/1.1 3682 Moved Temnor;

192.168.178.111
64.91.242.213
152.168.178.111
64.91.242.213

‘ Wireshark - Packet 513 - Wi-Fi

Frame 513: 778 bytes on wire (6224 bits), 778 bytes captured (6224 bits) on im
Ethernet II, Src: IntelCor_d4:8a:e6 (94:e6:f7:d4:8a:e6), Dst: zte_16:bd:bd (dd
Internet Protocol Version 4, Src: 192.168.178.111, Dst: 64.91.242.213
Transmission Control Protocol, Src Port: 58857, Dst Port: 88, Seq: 1, Ack: 1,
Hypertext Transfer Protocol
v HTML Form URL Encoded: application/x-www-form-urlencoded

v Form item: "email” = "admin@google.com”

Key: email

Value: admin@google.com
v Form item: “"password” = "Password2018"

Key: password

Value: Password2018

Vassilikos P.

Hypertext Transfer Protocol

HTML Form URL Encoded: application/x
v Form item:
Key: email

"email"

"admin@google

18 61

1 68
ad
2f
6t
6t
bc
67
71
38
69
ca 72
da 38
ol G

74
61
Ba
2f
72
b4
b1
75
3d
2c
65
71
62
34

69
Ge
52
77
67
69
74
61
38
65
Ja
35
63
61

6f
67
65
77
21
ce
65
67
2e
6c
20
62
73
G4

be
65
66
77
ad
67
ad
65
39
3b
58
65
36
G

2f
3b
65
2e
Ba
Ja
Ba
Ja
2c
71
48
38
39
[l

73
76
72
74
41
28
41
28
65
3d
58
64
78
e

69
3d
65
65
63
67
63
65
6c
38
53
37
37
i

67
62
72
63
63
Ja
63
Ge
2d
2e
45
31
Bad
34

be
33
Ja
68
65
69
65
2d
47
37
53
bc
Ba
0

s o W s B et (R [ S WY I s ]

81ce sapplica
81de ;50=90.9,1
Bled i f,image/
B1fe ge/apng,
B288 . 8,applic
8218 i gned-exc
8228 b3;q=0.9
8230 - r: http:
grag 2f 2 77 77 77 2e 74 65 63 68 7@ 6l 6e 64 61 Ze //www.te chpanda.
82568 bf 72 67 2f Bd @a 41 63 63 65 7@ 74 2d 45 6e 63  org/--Ac cept-Enc
B208 bf b4 69 be 67 3a 28 67 Ja 69 70 2c 20 64 65 66 oding: g zip, def
8278 bc 61 74 65 Bd @a 41 63 63 65 7@ 74 2d 4c 61 Be  late--Ac cept-Llan
22568 67 75 61 67 65 3a 20 65 6e 2d 55 53 2c 65 6e 3b  guage: e n-US,en;
71 3d 3@ 2e 39 2c B85 6c 2d 47 52 3b 71 3d 38 2e g=08.9,el -GR;g=8.
38 2c 65 6c 3b 71 3d 3@ 2e 37 @d @a 43 &f 6f 6b  8,el;q=0 .7--Coock
69 65 3a 20 58 48 5@ 53 45 53 53 49 44 3d 39 73 ie: PHPS ESSID=9s
72 71 35 62 65 38 64 37 31 6c bb be 67 63 68 bc  rgbbedd/ llkngchl
38 62 63 73 36 39 70 37 ©d ©@a @d ©@a 65 bd 61 69  Bbcse9pY - - - -emal
6bc 3d 61 64 bd 69 Be 25 34 38 87 6f Bf 67 6c 65  l=adminX 48google
2e 63 6f 6d 26 78 81 73 73 77 &f 72 B4 3d 58 61 .com&pas sword=Pa
73 73 77 6f 72 64 32 38 31 38 ssword28 1@

Login | Personal Contacts Manager v1.0

Email®

[adnﬂn@goo@ecom €o

Password*

[— éo
Remember me
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Operation of a DDoS attack D DOS bOtn et atta c k

3| JE 3| g
@i@i_l_) https://www.spamhaus.com/threat-map/
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Vassilikos P.

Xaptng emibeoewyv tnG Fortinet

RTINET https://threatmap.fortisuard.com/
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https://threatmap.fortiguard.com/

Bitdefender CYBERTHREAT Real-Time MAP

Bitdefender

LEGEND

ATTACKS

(®) InFECTIONS

\

® SPAM

]

CYBERTHREAT
REAL-TIME MAP

LIVE ATTACKS

TIME

THU 4 MAR 3:30:07
THU 4 MAR 3:29:57
THU 4 MAR 3:30:08
THU 4 MAR 2:32:06
THU 4 MAR 2:32:15
THU 4 MAR 3:30:07

THU 4 MAR 3:30:08

PM
PM
BM
PM
BM
PM
PM

ATTACK

N/A

N/A

N/A
GEN:VARIANT.BULZ.376309
TROJAN.LNK.RUNNER .BM
N/A

N/A

htt

ATTACK TYPE

SPAM

INFECTION

.bitdefender.co

@:::

ATTACK CO

RUSSIA

UNITED STATES

NETHERLANDS

UNITED STATES

INDIA

COLOMBIA
UNITED STATES

3

Y,

UNITED STATES

N/A
UNITED STATES
N/A
N/A
UNITED STATES
UNITED STATES

Vassilikos P.

LOCATIONS

UNITED STATES
NETHERLANDS
RUSSIA

UNITED KINGDOM
FRANCE

BRAZIL

GERMANY

INDIZA

CANADA

igpeERNNE


https://threatmap.bitdefender.com/

Threatbutt Internet Hacking Attack Attribution Map Ml 2

1 L | 7 A S dnesd o
Yo / [ I N

phl (/6.241.1/1.203) uses WordPress plUglns agalnst mex (1¢/.149.39.105) -- We 1l just call e~
aus (100.242.169.19) uses Morris worm against ind (243.33.122.216) -- It's good for busines '
usa (144.123.252.150) uses Constant Negative Press Covfefe against rus (58.61.55.134) -- UL y
vnm (46.126.92.15) uses QUANTUM LEAP against usa (85.118.28.168) -- We'll just call it a "¢ ing
chn (59.84.10.38) uses APT-28 against tha (42.144.175.44) -- It's good for business! - '
usa (113.33.143.114) uses EXTRABACON against rus (208.177.63.18) -- it didn't work so good

1L (/6.241.1/1.293) uses Wordh plugins against mex (1¥/.14¥.3Y9.19¥5) -- We'll just call 1t a "glitch” N R
15 (189.242.169.19) uses Morris worm against ind (243.33.122.216) -- It's good for business! httDS .//th reatb utt.CO m/m a D/
s8 (144.123.252.158) uses Constant Megative Press Covfefe apainst rus (58.61.55.134) -- UPGRADE TO PREMIUM FOR MORE INFO$ " "
m (46.126.92.15) uses QUANTUM LEAP against usa (85.118.28.168) -- We'll just call it a "glitch”

wn (59.84.10.38) uses APT-28 against tha (42.144.175.44) -- It's good for business!

2 (113.33.143.114) uses EXTRABACON against rus (288.177.63.18) -- it didn't work so good

- (96.131.249.113) uses Stuxnet against hkg (226.48.206.244) -- IT"S SUPER EFFECTIVE!



https://threatbutt.com/map/

SOC Service

IBM Threat Intelligence

SOC Analyst

CBSLAN SOC
(LANCOM Data Center)

IBM Security
QRadar XDR

Firewall
4—‘»

Internet Connectivity
(ADSL/VDSL/MPLS)

©

VPN

Customer Premises

Firewall

A
)
@
S
m
<

(]

3

-
d

S~
I
]

g

Event Collector

- g =

Custom
Storage Applications

Flow Collector
Tg:’:
g
3
)
2
!

Oniine
Shopping Cart Intrusion
Prevention
=
——]
Desktops Firewall  patabases
Web Security
Services

Desktop D_‘ '

—

EDR endpoints on-premise

O

Online
Services

L
aoo

Networks

Packaged
Applications

Events to EDR Provider

EDR Cloud Provider

Desktop g_ ‘
o y
Laptop g g
g ==
L]

Tablet
=Y

EDR endpoints off-premise

Vassilikos P.
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Al yua tnv KuBepvoacdaiela Vassilkos P.
IBM Watson

H texvnth vonuoouvn (Al) ertutpemnel tnv ypRyopn avaluon HeyaAwv OyKwv SE80UEVWY,
BeAtiwvovtog TNV avixveuon Kat mpoBAePn anelwy Og TPOAYUOTIKO XPOVO LECW

NG povteldomoinong anstAwv (threat modeling). Autr n dtadikaoia avayvwpillel TOAVEC amelAEC,
TTOOOTLKOTIOLEL TN coBapOTNTA TOUC Kot Bonbad oTnv MpoTtepalonoinon TWV HETPWY QVTILETWTILONG.
H Al urmopel va evtorioel umonteg SpaotnpPLloTNTES, OTWE N dSnUoupyia tavopolotuniwy domains
N avadopec oe cupPavia aodaleiag, tpv EeKvoeL LLa emiBeon.

H IBM Watson otn KuBepvoaodaleia npoodEpel AUOELS OTIWG:
* Avutopatonoitnpnévn Avaluvon Antelhwv (Automated Threat Analysis)

* EpmAoutiopog Aedopévwy e Threat Intelligence (Threat Intelligence Enrichment)
* Avtopartog Evtoniopog ko Eldonowioeig (Automated Detection & Alerts)

*  KuviytL AnelAwv (Threat Hunting) pe xprion Al

* Avutopatonoinon Avtipetwrniiong Neplotatikwy (Incident Response Automation)
* Aflomnoinon ZuAAoywkng Nonpoouvng (Collective Intelligence Insights)

* Meiwon Xpovou Avtanokpiong os amnmellec (Reduced Response Time)

‘Eva onpavtikd mpoBAnua otnv avixvevon enBeccwy eival ta false positives (FP). H Al BonBa % x
oTn HElWON TOUC, ETLTPEMOVTIOG OTOUG AVAAUTEC VA ETILKEVTPWOOUV OTLC TIPAYUATIKES OTTELAEC. ABA
Qotoo0, n Al bev e€aleidel evtehwg ta FP kat amattel ouvexn PeAtiwon Twv LOVTEAWV w{jﬂ

HNXOQVLIKNAG HaBnonc.
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IBM QRadar

Dashboard Offenses Loy

g Activity

Network Activity Assets

Reports

Risks

Vuinerabilities

Admin

Log Sources

Pulse

Use Case Manager QDI

User Analytics Watson

Reference Data Management

AQL Search Helper

YARA & SIGMA Rule Manager

Vassilikos P.

System Time: 1

Watson Investigations / ID: Offense 84562 / Relationship Graph

Relationships for

Source IP 192.168.1.8 @
CBS | Investigated
EQ Evaluation @
Watson determined this offense is a high priority. Do you
agree?

Yes, | agree No, | don't I'm not sure

Adding your evaluation will not close the offense.

Relationships

Local - in offense (5)

Watson Enriched (53)

Local - outside offense (16)

Scenarios

Concern

[] critical (16)
(D High ()

[[J Medium (30)

[J Low (10)

Observables

Important

=)

e,

\

188384530 0c.

V32, Vo, P

# .

s M\

W32, e,

w2 froian.

i ocktont
‘Vorcz2, e
freon >
1
e
7peliacotoread.
soscogrdes
/vrrul
N £
%
Mpseesterass., okt

W0, Backoor.

Wi, Fansomie.

IP Address
192.35.51.30

Insights

Relevance 50f 10
Toxicity 10of 10
Trend N

MITRE ATT&CK Tactics & Techniques

No data available

X-Force Exchange Report

Error encountered while attempting to contact X-Force Exchange, please contact an

Administrator

WHOIS Record

Error encountered while attempting to contact X-Force Exchange, please contact an

Administrator

Reputation

Malware - ReversinglLabs detection ratio: - very low

Threat Intelligence Sets Matched

No data available

References

> Trusted business partner threat intelligence (7)
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Al ywa tnv KuBepvoacdaiela Vassilkos P.
NVIDIA Morpheus

To NVIDIA Morpheus sival eva avoixto, GPU-accelerated mAaiolo texvntng vonpoouvng (Al
framework) oxedlacpevo yia cybersecurity, erutpemnovtag real-time analysis, threat
detection kat avtopatomoinpéveg anokpioelg oc data centers, cloud kal edge
environments. Aivel tn duvatotnta va dnuioupynboulv BeAtiotomotnpéveg poeg TN yia
filtering, processing kat classifying peydAwv oykwyv streaming cybersecurity data. To
Morpheus xpnolpotolei TeXvnTA vonpoaouvn yia va avayvwpidel Kal va TpoocapUolel Ta HETpa
acdaAeiag SUVAHLKA, EVW TAUTOXPOVA TIAPEXEL GUVEXH EMOTTELA TWV JIKTUWYV HECW
TNAEUETPIAC O MPAYHATLKO XpOVvo. AloTtolwvtag To generative Al, eTtekteivel TIg duvATOTNTEG
TwV avaAutwy pecw automation, synthetic data generation kal mpocopowwoewyv gevapiwy,
BeATIWVOVTACG CUVOALKA TNV avixveuan KivdUVWY Kal TNV armokplon.

1. Real-time Threat Detection and Response

» Xpnowotolei deep learning yia avaAuvon network traffic oc real-time, evtomi¢ovtacg cyber
threats ontwc phishing kat malware.

2. Automated Security Operations

» AutopatoTtolel TNV avixveuon Kat taglvopnon anelAwy, HELWVOVTAC TNV avAyKn yia XELpokKivntn
TmapeyBaon.

3. Generative Al for Cybersecurity

» Tlpooopowwvel cyberattacks, dnulouvpyei synthetic data kat BeAtiwvel Tnv ekmaidevon security
models.

4. NLP for Threat Intelligence

» Avallel security logs kat alerts pe NLP, emiitaxuvovtag tnv e€aywyn mAnpodoplwy kat tn Aqun
armodpAacewv.

5. Adaptive Security Policies

» Ta Al models paBaivouv amo véeg anelAég Kal Tipocappolouv duvapika Tig security policies.

6. Reducing False Positives

» BeAtwveltnv akpipela, pelwwvovtag ta false positives kat dleukoAuvovtag Tic security teams.

Total Network Traffic Volume
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NVIDIA.

DGX H100
Hopper Architecture

DGX H200
Hopper Architecture

Vassilikos P.

DGX B200
Blackwell GPU - Q2 2025

Component

Description

GPU

8x NVIDIA Blackwell GPUs
that provide 1,440 GB total
GPU memory

Component | Description

GPU For H100: 8 x NVIDIA H100
GPUs that provide 640 GB total
GPU memory

CPU 2 x Intel Xeon 8480C PCle Gen5b
CPUs with 56 cores each
2.0/2.9/3.8 GHz (base/all core
turbo/Max turbo)

NVSwitch 4 x 4th generation NVLinks that
provide 900 GB/s GPU-to-GPU
bandwidth

Power 10.2 kW max.

Performance | 32 petaFLOPS FP8

FP8 = Floating Point 8-bits Al training and inference

Component | Description

GPU For H200: 8 x NVIDIA H200
GPUs that provide 1,128 GB
total GPU memory

CPU 2 x Intel Xeon 8480C PCle Gen5
CPUs with 56 cores each
2.0/2.9/3.8 GHz (base/all core
turbo/Max turbo)

NVSwitch 4 x 4th generation NVLinks that
provide 900 GB/s GPU-to-GPU
bandwidth

Power 10.2 kW max.

Performance 32 petaFLOPS FP8

CPU 2 x Intel Xeon Platinum 8570
Processors 112 Cores total,
2.1 GHz (Base), 4 GHz (Max
Boost)

NVSwitch 4 x 4th generation NVLinks
that provide 900 GB/s GPU-to-
GPU bandwidth

Power ~14.3 kW max.

Performance | 72 petaFLOPS FP8 32
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Tueival Evag KBavtlkog UTTOAOYLOTAG;

. KAaowkoi umtoAoyloTteg XpnotpoTtolovy bits Ttou
HTTopouLv va eival eite 0 eite 1.

. KBavtkoi umtoAoyloteg xpnotpotolouy qubits, ta
oTtoia prtopouv va eivat 0, 1, ) kat ta dUo TautToxpova
(auto ovopaletal "uttepBeon”). Autr n LdLOTNTA TOUG
ETUTPETIEL VA EKTEAOUV TTOAAOU G UTTOAOYLOHOUG
TTapAAAnAa.

IBM Condor - 1.121 qubits
By 2025, Kookaburra processor with over 4.000 qubits

Y€ €vav KAQOLKO uTtoAoyLloTr], To poPAnpa tou mAavodiov twAntr (TSP) €xel moAumAokotnta O(n!). MNa 15 moAeLg

1.307.674.368.000 .
= 1.307 sec = 22 min)
1.000.000.000

(15!=1,3 tpLoekatoppvpla Stadpopec), n avalntnon Ba napel mepimov 22 Asmta (
, urtoBetovtag aftodoynon 10° Swadpopwv/dsutepoAento.

OL kBavtikol urtoAoyLoTEg, pe alyoplOpouc onwe o Grover r} o Quantum Approximate Optimization Algorithm (QAOA),
HUrtopoUV va emtayUvouv dpapatikd tn dtadikaoia, pelwvovtoag tov Xpovo oe riepirmou 0,001 dsutepoAemto yia 15 oAeLg

1.143.000
( = 0,001 sec).
1.000.000.000
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NMwcg emnpeadel n KBaAviilkn UTTOAOYLOTLKN TNV KpuTttoypadnon;

[MoAAA cuotripata kputttoypagdnong, ottwg to RSA kat to ECC (Elliptic Curve Cryptography), Bacidovtal otnv SucKoAia
ETAUONC CUYKEKPLUEVWY HABNHATIKWY TIPOBANHATWV.

O aAyopLOpog tou Shor, TTou prtopei va Tpe€el og KBAVTLIKO LUTIOAOYLOTH, PTTopEi va AVoEL autd Ta TtpoBARpATA TIOAU
YPNyopQa, KAVOVTIAC TOUCG TIEPLOCOTEPOUC AAYOPIBOUC ACUPHPETPNG KPUTITOYPAPNOoNC EVAAWTOUC.

EmiO€oceig Brute Force (Attacks)

. 2€ &vav KAaolko urtoAoyloth, pla entibeon Brute Force Attack amattei tn dokipun 0OAwv Twy TiiBavwy cuvduacpwyv
HEXPLVA BpeBel 0 cWOTOC. AUTO PTTOPEL va TTAPEL TTOAU XPOVO, ELOIKA AV 0 KWOLKOC Elval APKETA HEYAAOC.

. O aAyoplBuoc tou Grover, 0tav VAOTIOLEITAL O€ KBAVTLKO UTIOAOYLOTH, ETITAXVVEL OPACTIKA TNV avalntnon o€ Un
Taélvounueva dedopeva, HELWVOVTAC TOV ATTALTOUHEVO XPOVO o€ TA&N HEYEBOULC ioN PE TNV TETPAYWVLKI pida Tou
XPOVOU TIoU Xpeladetal €vag KAACIKOC UTTOAOYLOTAC. [a Ttapddetypa, av evac KAAoLKOC UTIOAOYLOTAC Xpetaletal 2128
OOKIUEC Yla VA OTIACEL EvaV KWOLKO, £vac KBAVTLIKOC UTIOAOYLOTAC Ba xpelaotel tepinou 254 dokipEc.

. VPNs kat AcpaAeic Emikowvwvieg:

o TampwTtokoAa acdaAeiag omtwe to SSL/TLS kat ta VPNs tou Bacidovtal oe avtaAayn kAewdwwyv Diffie-Hellman
RSA 6a pyrtopouoav va cTtacouy aro Evav LloXuUpo KBaviiko UTTOAOYLOTN

Blockchain kat Kpunttovopiocpata:

o HaodpdAela Twyv KpUTTOVOULoHATWY OTtwC To Bitcoin, tou Baaciletal og kpumttoypadia ECC, Ba pmopovce va

arenBel, eTutpemovtag tnv tapaBiacn PYndlakwy mopToPoAlWY Kal CUVAAAQYWV.
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Vassilikos P.

MNapadewypa 1: MNapaBiaocn evog VPN

‘Eva VPN mtou xpnowpototei RSA-2048 yiua tnv
KpuTttoypadnon tng avtaAAayng KAELWOLWV:

Mée KAaGLKO UTTOAOYLOTA:
* Mg kKAaolko uttoAoyloth: H acdaiela touv RSA-2048

Baoiletal 0To YEYyOoVOC OTL N TTAPAyoVIOoToinon VoG
aplBpoL 2048 bit (tepimou 617 Yndia) eival
e€AlPETIKA OVUOKOAN. AKOMN KAL JE UTIEPUTIOAOYLOTEG,
Ba xpeltalovtav xIAladeg xpovia yla va tapaplactei.

b e

1
i
il
3]
]
| |
]
i
i
I
|
)

10) {H - - —,.— —m) Me kBavtiké urtohoyioth (ayépdpoc Shor):
| L '+ MekBavtiko uttoAoylotr) (aAyoptbuog Shor): Evag
2n ¢ |o)JH ® _ QF'I:l - KBaYthéq UT[O?\OYLOTI"]C He T'[SpiT[OU 4000 otaes?pd
qubits qubits Ba pyrtopouoce va ortacel to RSA-2048 peca oe
0) {H o - - —m) . , : : :
deutepoAeTtta ewg Aetttd. O aAyoplBuocg Shor pelwvel
|0){H f S D) TOV XPOVO TIAPayOoVIOTIOiNoNG Ao eKOETIKO o€
n TTOAUWVUULKO, KaBlotwvtag Tto omactipo tou RSA
qubits |) — U 2"HU,2'HU 22 = - - U 2 — EEALPETIKA YPYOPO.
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Mapadeypa 2: EntiBeon oe Kwdiko Mpdofacnc prnkoug 11 xapaktrpwy (64 bit) vs 21 Xapaktripwy (728 bit) fasslios £

Mapadoxeg kat Aedopeva:

2UvVoAo xapaktnpwyv: 72 (Kepaiaia, pikpd, aplbpol, eldkoi XapakTtApEeq)
Taxutnta KAacikoU uttoAoytoth: 10" dokipeg/deutepoiemto (100 dioekatoppuptla) (Nvidia DGX H200)
Taxutnta kBavtikoU urtoAoylotn: 10° dokipég/devtepoAemtto (1 ekatoppuplo "Grover iterations /sec")

AAyopLOpog tou Grover: Melwvel TIC ATaltoUHEVEC OOKLUEG OE VN

1. Nvidia DGX H200 - 100 dicekatoppupta (10" ) password attempts per second
2. IBM quantum computer IBM Condor pe 1.121 qubits - prtopei va avanapaotnost 21121 kataotdosic tavtoxpova, He
L0 GUVTNPNTLKA TIPOGEYYLON, UTopei va eKTeEAEl TO EAAXLOTO 1 ekatoppUpLo (10°) KBAVTIKES TTPAEELC avd Sec.
—
A. Kwdikoc pe 64-bit acdaiela (11 xapaktnpecg): =
* ZuvoAwkoi ouvduacpoli: 7211=269.561.249.468.963.000.000 = (269 x 1078)
Amalttoupevog Xpovog oAokAnpwon Brute force attack:
1. Nvidia DGX H200: 85,5 xpovia
2. IBM quantum computer Condor: 4,55 Qpecg
< >

B. Kwdikocg pe 128-bit aopdiela (21 xapaktipec):

2uvoAwoi cuvduacpoi: 722'=1.009.212.044.656.510.000.000.000.000.000.000.000.000 = (1,010*10%)

Amtattoupevog Xpovog oAokAnpwon Brute force attack:

1.
2.

Nvidia DGX H200 : 320.019.040.035.676.000.000 xpovia (3,2 *102°)
IBM quantum computer Condor: 1.007.360 xpovia

Password Length
Nvidia DGX H200 11 85,5 xpovia

Nvidia DGX H200 21 320.019.040.035.676.000.000 xpovia
IBM Quantum 11 4,55 Qpeg
IBM Quantum 21 1.007.360 xpovia 36




Tieivaw n “Harvest Now, Decrypt Later” enison ? Vassilikos F.

H eniBeon Baoiletal otnv W6€a otL ta dedopéva mou ival aohalni onpepa (Aoyw Loxupwv ailyopiBuwv kpumrtoypadpnong onwe to RSA r to ECC) pmnopel va yivouv
gualwta oto pEANoV. Ot eloBoleic cUAAEYOUV KpuTmttoypadnuéva dedopéva xwplc va tpoomabrnoouy va To AmoKPUTITOYypadnooUV OHECWCE, TIEPLUEVOVTAC TNV
avarmntuén tng texvoloylag (.. KBavTikwv UTTOAOYLOTWVY) TToU Ba UMOPECEL VA OTIACEL TOUC aAyopLlOpouc kpuntoypadnong. Ta dedopéva rou KAEBovtal onpepa
uropel va amokpuntoypadnbouv oe 5, 10 ] kat 20 xpovia, otav n texvoloyia Ba to emtpePet

OL eloBoAeic otoxevouv omoLadnmote Kpumtoypadpnueva dedopeva pUmopet va €xouv peAAovtikn afia. Autd pmopet va mepthapfavouy:
1. EvaioBnteg emwkowwvies: Email, pnvopata, tTnAedwWVIKEG CUVOULALEC.

Owovopika dedopéva: NMAnpodopiec MAnpwHwWVY, TPATEIKESG CUVAAAAYEC, TILOTWTIKEG KAPTEG.
Npoowrnika dedopéva: AplBpou¢ Tautotntag, Kwdkouc mpooPfaong, Blopetpika Sedopeva.
EmolyyEALOTIKA LUOTIKA: AUTAWLOTO EUPECLTEXVIAG, EUTIOPLKA LUOTLKA, EPELVNTLKA SedopEval.
ZTPATIWTIKEG N KUBEPVNTIKEG TANPOodopies: EvaioBnta dedopéva mou adopolv tnv €BvikA aopaAELa.

e N

Nwg UnopoUHE VO MPOCTATEUTOULE;
1. Xpnon Post-Quantum Cryptography: H avamntuén kot utoB£tnon kBavto-avoekTikwy aAyopiBuwyv kputttoypadnong mou sival aodaleic akopa Kot EVOVTL

KBOWVTIKWVY UTTOAOYLOTWV.
2. Evnuépwon Zuotnpatwy: H TOKTIKN EVAUEPWON TWV KPUTITOYPADLKWV TIPWTOKOAAWY KoL CUCTNUATWY aopaAsiag.
3. MNoAuwkég Kataotpodrg Aedopévwv: H Staodalion otL ta Sedopéva rou dev xpeLtdlovral MAEoV kKataotpedovial aohaiwg.

MNote Avapévetal n AnetAn;

* BpaxunpoBeopa (5-10 £tn): Aev UTTAPXOULV AKOMUN KBAVTIKOL UTTIOAOYLOTEC HE APKETA qubits Kal xapnAo error rate yla TIPAKTIKEG ETIOEOELC.

« MeoomnpdBeopa (10-20 €tn): MBav avamtuén KBAVTIIKWY UTIOAOYLOTWYV gUpPEiag KAlHakag (= 1 ekatoppuplo qubits pe d16pOwaon oparpdtwy).

* MakpomnpoBeopa: H tpoetolpaciampemel va EeKvhoel TwPa, AOYyw TNC HeEYAANC dldpketlac (wing TToOAWY KpuTttoypadLlKwV CUCTNHATWY (TT.X., TLS
TILOTOTIOLNTIKA pE 20€TH LoXL).

ZupnepaopaTo
*  OuKBavtikoi UTtOAOYLOTEG amtelAoVV TNV KUBepvoaodalela emetdn Katappimtouy tTa padnuatikd npoPAnuata ota omoia Bacidetal n KAAoIKn

Kputttoypadnon.
* HpuetdBaon os yetakBaviikn Kpuntoypadnon Kal n evnuepwaon UTTodop WYV Eival eEmeiyovoa. -



EuxaploToUpE yla TNV TPOooX oag

Petros Vassilikos
pvasilikos@sch.gr.

vassilikosp@gmail.com
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